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PURPOSE 

To provide best practice guidance for Trusted eSafety Providers (providers) on handling student1 disclosures 
of harm or abuse. 

INTRODUCTION 

As part of the Trusted eSafety Provider (TEP) program, eSafety is leading the development of a range of 
guidance material to support and encourage all providers to work towards best practice approaches to 
various aspects of their work. 

This guidance focuses on the handling of student disclosures of harm or abuse (or potential harm or abuse). 
As a Commonwealth entity, the eSafety Commissioner is required to comply with the Commonwealth Child 
Safe Framework. The TEP Agreement reflects eSafety’s expectation that TEPs also endeavour to comply with 
this Framework (section 6.c). Providers are also required by to have in place procedures for handling 
disclosures in manner that is consistent with school policies (section 11.d). 

Individual states and territories have specific legislation for the reporting of suspected child sexual abuse and 
providers should familiarise themselves with these requirements. The Australian Institute of Family Studies 
has information for service providers about reporting abuse on their website that includes links to 
jurisdiction policies and contacts. 

All providers should be familiar with the disclosures policy of the schools and organisations they visit and 
with the relevant state and territory requirements for mandatory reporting. They should also be familiar with 
the National Office for Child Safety Complaint Handling Guide as best practice in responding to child sexual 
abuse. 

This guidance material has been informed by the collective experience and expertise of providers to ensure it 
reflects the diverse contexts in which they work, for example with schools and other organisations. 

This guidance is general in nature and is not intended to be definitive. This guidance does not constitute legal 
advice. 

DEFINITIONS 

We have used definitions from the Australian Institute of Family Studies and the Royal Commission into 
Institutional Responses to Child Sexual Abuse as the basis for these definitions. These are a guide only. The 
eSafety website provides a range of other definitions related to online safety issues in our glossary section. 

Harm or Abuse: can be physical, sexual, psychological, emotional or neglectful and be perpetrated online or 
in real life (this is not a complete list). 

Disclosure: a disclosure is a revelation of harm or abuse that someone is experiencing or experienced in the 
past. They usually relate to the person making the disclosure, or to a friend or family member. Disclosures 
may be about child sexual abuse; other types of abuse (i.e., physical, psychological and emotional abuse), 
cyberbullying or other harmful behaviours perpetrated against a young person. 

 
1 In this guidance, we use the broad term ‘student’. This word should be understood as referring to any child or young 
person (up to the age of 18 years) depending on the context in which providers are operating. 

https://pmc.gov.au/domestic-policy/national-office-child-safety/commonwealth-child-safe-framework
https://pmc.gov.au/domestic-policy/national-office-child-safety/commonwealth-child-safe-framework
https://aifs.gov.au/cfca/publications/cfca-resource-sheet/reporting-child-abuse-and-neglect
https://childsafety.pmc.gov.au/sites/default/files/2020-09/nocs-complaint-handling-guide.pdf
https://aifs.gov.au/
https://www.childabuseroyalcommission.gov.au/
https://www.childabuseroyalcommission.gov.au/
https://www.esafety.gov.au/about-us/glossary
https://www.childabuseroyalcommission.gov.au/identifying-and-disclosing-child-sexual-abuse
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Disclosures can occur in many different contexts and it is important that people undertaking prevention 
education initiatives, such as the delivery of online safety education, are able to identify and respond in an 
appropriate and effective manner. 

As a Provider, you are unlikely to have an ongoing relationship with a student, know their name or details 
and you may not be able to provide the continuing support that a student requires. Managing and handling 
student disclosures in accordance with the school or organisation’s policy is extremely important to protect 
yourself as well as any student involved. 
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HANDLING STUDENT DISCLOSURES: BEST PRACTICE GUIDANCE 

Pre-program 

1. Know your context and obligations 

▪ Find out key information about the school, audience and context of where you will be 
presenting, including identifying any special needs of the students or school community. 

▪ Mandatory reporting requirements for the jurisdiction in which the school is located (note 
application of these requirements where the presenter is not physically located in that 
jurisdiction). The Australian Institute for Family Studies website provides a good summary of 
mandatory reporting requirements in each jurisdiction. 

2. Explain to the school 

▪ That discussing online safety and related content can sometimes prompt students to want to 
disclose harm or abuse that has occurred (or might occur) to them or someone else. 
Disclosures can occur for unexpected reasons or in unlikely circumstances, and it is 
important to be prepared to respond. 

▪ That sometimes students prefer to disclose this type of information to someone who does 
not know them personally (as they may feel embarrassed or worry their parents will find out 
etc). Sometimes, students may tell this personal information to someone like yourself. 

▪ That if students want to talk about their experiences that they should firstly think about 
talking to a trusted adult to whom they have an ongoing connection (such as a teacher, 
school counsellor, parent, etc) and can ensure the matter is appropriately acted on. 

▪ That if students do talk to you that: 

o you may not have sufficient context or time to respond appropriately. 

o you are unlikely to have an ongoing relationship with the students meaning you are not 
well placed to follow-up. 

o if a student makes a disclosure to you but does not provide their name, it is difficult for 
you to report the disclosure to the school for follow-up. 

3. Agree with the school on your approach 

▪ At the time of booking your program, ask the school for copies of their policies for handling 
disclosures, such as advice provided to students, procedures for how to respond when a 
student makes a disclosure, and any follow-up actions. 

▪ Prior to the session talk with the organising teacher and explain how you will respond if a 
student makes a disclosure. 

▪ If the school does not already have policies or procedures in place, recommend they seek 
advice from their relevant education authority about the policies and procedures that they 
should be following. 

https://aifs.gov.au/cfca/topics/mandatory-reporting
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During the program 

1. Ensure a teacher is present during all interaction with students 

▪ There should always be at least one teacher present in the room (or online) for the duration 
of your program. A teacher will provide an objective witness, will know and understand 
mandatory reporting requirements, and have continuing relationships with students. 

▪ The period immediately following a program can provide a valuable opportunity for students 
to ask additional questions or informally continue the discussion of issues raised. However, it 
is strongly recommended that this type of unstructured interaction with students only 
occurs in the company of a teacher (i.e. within earshot). 

- This is a protective strategy to prevent the possibility of a situation where a student 
discloses harm or abuse to a presenter but declines to give their name (provides a false 
name or misleading information) making it difficult for the presenter to report to the 
school for follow-up. 

▪ When delivering in person, you should be accompanied by a teacher (or another school staff 
member) for the duration of your visit, including as you walk through the school to and from 
the room in which the program is delivered. 

2. Guide students away from disclosing publicly  

▪ Be alert to students starting to disclose personal information and use protective interrupting 
strategies to intervene. The Western Australian Department of Health has produced this 
helpful guide on protective interrupting. 

▪ Use hypothetical scenarios and questions to explore online safety issues and strategies –
avoid prompting students to discuss actual experiences publicly. 

▪ Prior to Q&A sessions, request that students do not ask questions that publicly share 
personal information about themselves or others. 

3. Provide information on support available 

▪ During and at the end of each session, acknowledge that talking about these types of issues 
can raise concerns for many students, which they may need help with. 

▪ Acknowledge that these needs can be different for different people. Students may need to 
report something that has happened, get more information, or may just need to talk 
through some feelings. 

▪ Explain that there are many places to go for help and encourage them to seek help if they 
need, from a source that they feel comfortable with. 

▪ Provide a list of where students can go for help. Making a direct link is crucial, so this should 
include the specific name/s of relevant staff at their school (e.g. trusted adult, year 
coordinator, counsellor, student wellbeing executive, etc). 

https://gdhr.wa.gov.au/guides/what-to-teach/protective-interrupting
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▪ More general support options include parents, other trusted family members, eSafety, Kids 
Helpline, Beyond Blue, or the police in serious circumstances when there is immediate risk of 
harm. 

▪ The eSafety Commissioner can help students who are dealing with online abuse, including 
reporting cyberbullying for under-18s, image-based abuse, and illegal and harmful content. 
Students should be referred to the Report Abuse page on our website. 

4. If a student does make a disclosure to a presenter 

▪ Listen, reassure and show respect to the individual. See the AIFS page on responding to 
disclosures as a guide and the NOCS Complaint Handling Guide as resources to support you. 

▪ Use a trauma-informed approach: this means being sensitive to the student’s needs, 
preferences, safety and vulnerabilities. Recognise that their lived experience may make 
them susceptible to certain triggers that may re-traumatise or re-victimise them. This means 
you should not tell them about your own experiences in order to connect with them. 

▪ Ask if they have told a trusted adult about the situation. Ask what they need from a trusted 
adult. Ask the student for their name and grade. 

▪ Explain that for them to be safe you will need to report their experience to someone else. 

▪ Do not keep quizzing a student for details or ask them to repeat their story. 

▪ Do not promise the student that you will keep it secret. 

▪ Treat all disclosures seriously. It is impossible to predict how a seemingly minor situation or 
incident may escalate in the absence of any intervention. 

▪ Note that disclosures are not always obvious and may be masked in a hypothetical question 
or ‘asking for a friend’. 

▪ Report the disclosure as soon as possible to the school, preferably to a member of staff 
agreed beforehand. 

▪ Include detailed information including actual words used by the student. 

▪ It is recommended that this is done verbally in the first instance with a confidential 
follow-up in writing to the school to ensure there is a clear record of what was reported, 
particularly disclosures that are serious, ongoing or may meet criminal thresholds. 

  

https://www.esafety.gov.au/report
https://kidshelpline.com.au/
https://kidshelpline.com.au/
https://www.beyondblue.org.au/get-support/get-immediate-support
https://www.esafety.gov.au/report
https://aifs.gov.au/cfca/publications/responding-children-and-young-people-s-disclosures-abu
https://aifs.gov.au/cfca/publications/responding-children-and-young-people-s-disclosures-abu
file:///s:/childsafety.pmc.gov.au/sites/default/files/2020-09/nocs-complaint-handling-guide.pdf
https://www.cese.nsw.gov.au/publications-filter/trauma-informed-practice-in-schools
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After the program 

1. Record keeping 

▪ The Royal Commission issued findings on record keeping and information sharing that 
Providers can use to assess their existing policies. 

▪ Make a written note of the disclosure as soon as possible and include what the student said 
and what action/s you took (and when). 

▪ Use a template form to ensure all relevant details are recorded. 

▪ Ensure all records, whether electronic or hardcopy, are stored securely. 

▪ Australia has introduced mandatory retention records for instances of child sexual abuse for 
Commonwealth agencies. In line with the Royal Commission findings for institutions that 
engage in child related work, it is recommended that records related to child sexual abuse 
are retained for at least 45 years. 

2. Mandatory reporting 

▪ Depending on the jurisdiction, you may be required to report the disclosure to the relevant 
child protection authority under mandatory reporting legislation. See the AIFS website for a 
helpful summary on this subject. 

3. Student initiated contact following a school program (e.g., by social media, direct message or 
email) 

▪ avoid engaging further with the student and contact the school immediately. 

▪ if you are concerned for the student’s welfare, ensure the school received the notification 
and is acting on it. 

▪ if you are concerned for the student’s immediate safety, contact the police. 

https://www.childabuseroyalcommission.gov.au/recordkeeping-and-information-sharing
https://www.naa.gov.au/sites/default/files/2019-09/GRA-41-2018-00421155_tcm16-102960.pdf
https://www.childabuseroyalcommission.gov.au/recordkeeping-and-information-sharing
https://aifs.gov.au/cfca/topics/mandatory-reporting

